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Abstract— The rapid growth of Internet of Things 

(IoT) networks has increased the exposure of 

connected devices to distributed denial-of-service 

(DDoS) attacks, leading to service disruption, 

unauthorized access, and network instability. This 

paper presents an intelligent DDoS attack detection 

and mitigation framework that combines machine 

learning and deep learning techniques to identify 

malicious network traffic with high reliability. The 

proposed approach employs the IoT-23 benchmark 

dataset for model development, where data 

preprocessing includes feature encoding, missing 

value handling, normalization, and train–test 

partitioning to improve model effectiveness. 

XGBoost and Convolutional Neural Network 

(CNN) models are trained and evaluated using 

accuracy, precision, recall, F1-score, and confusion 

matrix analysis to assess classification performance 

across multiple attack categories. A web-based 

Flask application is integrated with the trained 

models to enable real-time analysis of incoming IoT 

traffic. Once malicious activity is detected, the 

corresponding source IP address is automatically 

marked for blocking, providing an additional 

mitigation mechanism to reduce repeated attacks. 

Experimental evaluation demonstrates that the CNN 

model achieves superior detection performance with 

approximately 98% accuracy, while XGBoost 

attains around 95% accuracy, indicating the 

effectiveness of the proposed hybrid intelligent 

framework for securing IoT environments. The 

developed system offers a scalable and practical 

solution for automated attack detection and timely 

mitigation in modern IoT networks. 
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INTRODUCTION 

 

The widespread adoption of the Internet of Things 

(IoT) has revolutionized modern communication by 

enabling interconnected devices to exchange data 

across diverse application domains such as smart 

homes, healthcare, industrial automation, and 

intelligent transportation. Although IoT technology 

offers significant advantages in terms of automation 

and remote monitoring, its dependence on internet 

connectivity makes connected devices vulnerable to 

a wide range of cyber threats. Among these threats, 

Distributed Denial-of-Service (DDoS) attacks are 

particularly harmful because they overwhelm 

network resources, interrupt normal services, and 

reduce the reliability of IoT environments. Since 

many IoT devices possess limited computational 

power and memory, deploying conventional security 

mechanisms on these devices is often impractical. 

Consequently, there is an increasing need for 

lightweight and intelligent security solutions 

capable of detecting malicious activities accurately 

while maintaining low computational overhead  

[12], [18]. 

Recent advances in machine learning and deep 

learning have provided effective approaches for 

identifying network intrusions by learning patterns 

from historical traffic data. Unlike traditional rule-

based intrusion detection systems, data-driven 

models can recognize both known and previously 

unseen attack behaviors with higher detection 

accuracy. Algorithms such as Extreme Gradient 

Boosting (XGBoost) efficiently classify network 

traffic using engineered features, whereas 

Convolutional Neural Networks (CNNs) 

automatically learn complex feature representations 

from processed data. Combined with appropriate 

preprocessing techniques including categorical 

feature encoding, missing value handling, 

normalization, and data partitioning, these models 

provide reliable classification performance across 

multiple categories of IoT network attacks. The 

availability of benchmark datasets such as IoT-23 

further supports the development and evaluation of 

intelligent intrusion detection systems [10], [11], 

[15]. 
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This work presents a web-based framework for 

intelligent DDoS attack detection and mitigation in 

IoT networks by integrating XGBoost and CNN-

based classification models. The proposed system 

preprocesses IoT traffic records, trains both machine 

learning and deep learning models, and evaluates 

their performance using standard metrics including 

accuracy, precision, recall, F1-score, and confusion 

matrix analysis. A Flask-based application is 

incorporated to enable real-time detection of 

malicious traffic by allowing users to upload 

network data for analysis. Once an attack is 

identified, the corresponding source IP address is 

automatically flagged and blocked to prevent further 

unauthorized access. Experimental results 

demonstrate that the proposed framework achieves 

high detection accuracy while providing an efficient 

and scalable solution for enhancing the security of 

IoT-based communication environments [7], [11], 

[15], [18], [20]. 

  

 

I. RELATED WORK 

 

Y. Cao, Y. Deng, and J. Wu (2022) proposed 

"Detecting and Mitigating DDoS Attacks in SDN 

Using Spatial-Temporal Graph Convolutional 

Network" [7]. The authors introduced a graph 

convolutional network that captures both spatial and 

temporal characteristics of network traffic to 

improve the identification of distributed denial-of-

service attacks in software-defined networks. By 

analyzing the relationships among traffic flows over 

time, the proposed model achieved better detection 

capability than conventional learning methods. The 

study also incorporated an effective mitigation 

strategy to reduce the impact of malicious traffic on 

network resources. Experimental evaluation 

demonstrated that the framework provided reliable 

detection performance while supporting secure and 

stable SDN operations. [7] 

 

S. Kiranyaz, O. Avci, and O. Abdeljaber (2021) 

presented "1D Convolutional Neural Networks 

and Applications: A Survey" [5]. The study 

provided a detailed overview of one-dimensional 

convolutional neural networks and their application 

in processing sequential and time-series data. The 

authors discussed the capability of 1D CNN models 

to learn meaningful features directly from raw input 

without requiring extensive manual feature 

engineering. The survey highlighted the 

effectiveness of these models in several application 

areas, including fault diagnosis, signal analysis, and 

cybersecurity. The findings demonstrated that 1D 

CNN architectures offer high accuracy and 

computational efficiency for pattern recognition 

tasks. [5] 

 

M. Assis, L. Carvalho, and J. Loret (2021) 

proposed "A GRU Deep Learning System Against 

Attacks in Software Defined Networks" [6]. The 

authors developed a deep learning framework based 

on Gated Recurrent Units (GRU) to identify 

malicious activities within software-defined 

networks. The proposed model learned temporal 

dependencies from network traffic data, allowing it 

to distinguish between legitimate and malicious 

flows with improved accuracy. Performance 

analysis showed that the GRU-based approach 

effectively reduced false detections while 

maintaining consistent classification results under 

different network conditions. The work 

demonstrated the potential of recurrent neural 

networks for strengthening SDN security against 

evolving cyber threats. [6] 

 

L. Zhang and J. Wang (2022) proposed "A 

Hybrid Method of Entropy and SSAE-SVM 

Based DDoS Detection and Mitigation 

Mechanism in SDN" [15]. The researchers 

combined entropy-based traffic analysis with a 

stacked sparse autoencoder and support vector 

machine to improve the detection of DDoS attacks 

in software-defined networks. The hybrid 

framework extracted representative traffic features 

before performing attack classification, thereby 

enhancing detection accuracy while reducing 

computational complexity. Experimental results 

confirmed that the proposed approach successfully 

differentiated malicious traffic from normal network 

behavior and supported timely mitigation of 

detected attacks. [15] 

 

S. Gao, Z. Peng, and B. Xiao (2020) proposed 

"Detection and Mitigation of DoS Attacks in 

Software Defined Networks" [18]. The authors 

presented an integrated framework that combines 

attack detection with mitigation mechanisms to 

protect software-defined networks from denial-of-

service attacks. The proposed solution continuously 

monitored network traffic, identified abnormal flow 

patterns, and applied defensive measures to maintain 

network availability during attack scenarios. 

Experimental studies demonstrated that the 

framework effectively minimized the influence of 

malicious traffic while preserving normal network 

performance. The proposed approach provided a 

practical solution for enhancing the resilience and 

security of SDN infrastructures. [18] 

 

II. DATASET DETAILS 

 

The proposed DDoS attack detection framework is 

developed using the IoT-23 dataset, which contains 

network traffic collected from Internet of Things 

(IoT) devices operating under both normal and 

attack conditions. The dataset includes multiple 
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traffic attributes such as source and destination 

information, communication protocols, packet 

characteristics, and attack labels that represent 

different categories of network behavior. These 

records provide a comprehensive representation of 

real-world IoT communication patterns, enabling 

the learning models to distinguish legitimate traffic 

from malicious activities. Before model training, the 

dataset undergoes preprocessing steps including 

removal of missing values, categorical feature 

encoding, normalization, and random shuffling to 

ensure that the data is suitable for machine learning 

and deep learning algorithms. This preprocessing 

improves data consistency and enhances the 

reliability of the classification process. 

The processed dataset is then divided into training 

and testing subsets using an 80:20 ratio to evaluate 

the performance of the proposed models. The 

training data is utilized to build both the XGBoost 

and Convolutional Neural Network (CNN) models, 

while the testing data is used to assess their ability 

to classify previously unseen network traffic. Model 

performance is measured using standard evaluation 

metrics such as accuracy, precision, recall, F1-score, 

and confusion matrix analysis. The dataset includes 

traffic generated from various attack scenarios, 

allowing the models to learn diverse malicious 

behavior patterns while maintaining accurate 

identification of normal network activity. This 

balanced evaluation process supports the 

development of a dependable intrusion detection 

framework capable of recognizing DDoS attacks 

under different network conditions. 

The same dataset is further employed within the 

developed Flask-based web application for real-time 

attack detection and mitigation. Users can upload 

network traffic records through the web interface, 

after which the trained classification model analyzes 

each request and determines whether it represents 

normal communication or a potential DDoS attack. 

The application also extracts the source IP address 

associated with malicious traffic and automatically 

marks it for blocking to reduce repeated attacks from 

the same source. By integrating the IoT-23 dataset 

with machine learning, deep learning, and 

automated mitigation mechanisms, the proposed 

framework provides an efficient and scalable 

solution for protecting IoT networks against 

distributed denial-of-service attacks while 

supporting continuous monitoring of network 

security. 

III. PROPOSED METHODOLOGY 

 

The proposed framework presents an intelligent 

DDoS attack detection and mitigation system for 

Internet of Things (IoT) environments by combining 

machine learning and deep learning techniques with 

a web-based monitoring platform. The objective of 

the framework is to identify malicious network 

traffic accurately and respond promptly by 

preventing suspicious devices from accessing the 

IoT network. The system integrates data 

preprocessing, attack classification, performance 

evaluation, and automated mitigation within a 

unified architecture. A Flask-based web application 

provides an interactive interface through which 

users can upload network traffic data, perform attack 

analysis, and obtain detection results in real time. 

The framework also incorporates an automated IP-

blocking mechanism that helps reduce the impact of 

repeated attacks by restricting malicious sources 

after successful detection. 

The methodology begins with the preparation of the 

IoT-23 dataset, which contains both normal and 

malicious network traffic generated from various 

IoT devices. Since the raw dataset contains 

categorical attributes and missing values, several 

preprocessing operations are performed before 

model training. These include label encoding to 

transform categorical features into numerical values, 

replacement of missing data, normalization of 

feature values, and random shuffling of records to 

improve data distribution. The processed dataset is 

then divided into training and testing subsets using 

an 80:20 ratio, ensuring that the learning models are 

evaluated on previously unseen network traffic. 

These preprocessing steps improve data quality and 

contribute to more reliable attack classification. 

Following data preparation, two different learning 

models, namely Extreme Gradient Boosting 

(XGBoost) and Convolutional Neural Network 

(CNN), are trained using the processed dataset. The 

XGBoost model performs supervised classification 

by constructing multiple decision trees to distinguish 

normal traffic from DDoS attacks, while the CNN 

model automatically extracts hierarchical feature 

representations to recognize complex attack patterns 

within network traffic. Both models are evaluated 

using standard performance measures including 

accuracy, precision, recall, F1-score, and confusion 

matrix analysis. The comparative evaluation enables 

the identification of the model that provides the best 

balance between detection accuracy and 

classification reliability for IoT network security. 

The trained models are integrated into a Flask-based 

web application to support real-time DDoS attack 

detection and mitigation. Users upload network 

traffic files through the application interface, where 

each network request is analyzed using the trained 

classification model. The application classifies 

every record as either normal or malicious and 

extracts the corresponding source IP address for 

detected attacks. Once malicious traffic is identified, 

the system automatically initiates a mitigation 

process by blocking the associated IP address 

through firewall rules, preventing further 

unauthorized communication from the same source. 
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By combining efficient data preprocessing, 

intelligent classification, real-time traffic analysis, 

and automated mitigation within a single 

framework, the proposed methodology provides a 

scalable and practical solution for protecting IoT 

networks against distributed denial-of-service 

attacks while maintaining reliable network 

availability. 

 
 

Figure 1: System Architecture of the Proposed 

IoT DDoS Attack Detection and Mitigation 

Framework 

Figure 1 illustrates the architecture of the proposed 

IoT DDoS attack detection and mitigation 

framework. The process begins with the acquisition 

of the IoT-23 dataset, followed by data 

preprocessing, which includes missing value 

handling, label encoding, normalization, shuffling, 

and train–test splitting. The processed data is 

supplied to both XGBoost and Convolutional Neural 

Network (CNN) models for attack classification. 

Their performance is assessed using accuracy, 

precision, recall, F1-score, and confusion matrix 

analysis to determine the most effective detection 

model. The selected classifier is integrated into a 

Flask-based web application that performs real-time 

analysis of uploaded network traffic. When 

malicious activity is detected, the associated source 

IP address is automatically forwarded to the 

mitigation module for firewall blocking. Finally, the 

framework presents the detection outcome, blocked 

IP information, and model performance through 

graphical and tabular visualization, supporting 

efficient monitoring and protection of IoT networks. 

           

            V.RESULT AND DISCUSSION 

 

The proposed IoT DDoS attack detection and 

mitigation framework was implemented to evaluate 

the effectiveness of machine learning and deep 

learning techniques in identifying malicious 

network traffic. The experimental study was carried 

out using the IoT-23 dataset, which contains both 

normal and attack traffic generated from IoT 

devices. Before model training, the dataset was 

preprocessed through label encoding, missing value 

replacement, normalization, and train–test splitting 

to improve the quality of the input data and ensure 

reliable model performance. 

The developed framework integrates both XGBoost 

and Convolutional Neural Network (CNN) 

models with a Flask-based web application for real-

time attack detection. Users can upload network 

traffic records through the application interface, 

where the trained model classifies each request as 

either normal or malicious. The application also 

extracts the corresponding source IP address and 

automatically initiates the mitigation process by 

blocking malicious IP addresses through firewall 

rules, thereby reducing the possibility of repeated 

attacks. 

Experimental results indicate that both classification 

models successfully identify IoT network attacks 

with high accuracy. Performance evaluation using 

accuracy, precision, recall, F1-score, and confusion 

matrix analysis shows that the CNN model achieves 

approximately 98% detection accuracy, 

outperforming the XGBoost model, which achieves 

approximately 95% accuracy. The comparative 

analysis confirms that the proposed framework 

provides an efficient, scalable, and reliable solution 

for real-time DDoS attack detection and automated 

mitigation, thereby improving the security and 

resilience of IoT communication networks. 

 

 

 
Figure 2: CNN2D Confusion Matrix 

The above figure presents the confusion matrix of 

the CNN2D model used for classifying IoT network 

traffic into different categories, including Attack, 

Benign, C&C, DDoS, Okiru, and 

PartOfAHorizontalPortScan. The vertical axis 

represents the actual class labels, while the 

horizontal axis represents the predicted class 

labels. The diagonal elements indicate correctly 

classified instances, whereas the off-diagonal 

elements represent misclassified samples. 

The performance metrics shown above the 

confusion matrix indicate that the CNN2D model 

achieved an accuracy of 98.02%, with a precision 

of 98.07%, recall of 98.35%, and an F1-score of 

98.11%. Most samples are correctly classified along 

the diagonal, demonstrating the model's strong 

capability in distinguishing normal and malicious 

IoT network traffic. A small number of DDoS 

instances are misclassified as Okiru, indicating 

minor overlap between these attack patterns. 

Overall, the confusion matrix confirms that the 

proposed CNN2D model provides highly accurate 

and reliable detection of multiple IoT attack 
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categories, making it suitable for real-time DDoS 

attack detection and mitigation in IoT environments. 

Figure 3: Real-Time IoT DDoS Detection and 

Mitigation Results 

The above figure illustrates the real-time 

prediction results generated by the proposed IoT 

DDoS attack detection and mitigation framework 

through the Flask-based web application. The first 

column displays the uploaded network traffic 

records, while the second column shows the 

corresponding source IP addresses from which the 

requests originated. The Detection Status column 

presents the classification outcome produced by the 

trained CNN model, identifying each network 

request as Benign, Attack, DDoS, Okiru, or 

PartOfAHorizontalPortScan. Based on the 

prediction result, the Mitigation Status column 

indicates the action performed by the system. 

Legitimate traffic is marked as "IP Address 

Unblock", allowing normal communication to 

continue, whereas malicious traffic is labeled as "IP 

Address Blocked", preventing further access from 

the identified source. The displayed results 

demonstrate that the proposed framework can 

accurately classify multiple categories of IoT 

network traffic and automatically initiate mitigation 

by blocking malicious IP addresses, thereby 

enhancing the security and reliability of IoT 

communication networks through real-time attack 

detection and response. 

 

 

DISCUSSION 

 

The proposed IoT DDoS attack detection and 

mitigation framework integrates XGBoost and 

Convolutional Neural Network (CNN) models to 

identify malicious network traffic and improve the 

security of Internet of Things (IoT) environments. 

The framework utilizes the IoT-23 dataset, which 

undergoes preprocessing through label encoding, 

missing value handling, normalization, and train–
test partitioning to ensure reliable model learning. A 

Flask-based web application provides an interactive 

platform for uploading network traffic data, 

performing real-time attack analysis, and initiating 

automated mitigation. The system also incorporates 

an IP-blocking mechanism that prevents further 

communication from identified malicious sources, 

thereby strengthening network protection. 

Experimental observations demonstrate that both 

learning models effectively distinguish normal 

network traffic from DDoS attacks using standard 

performance measures such as accuracy, precision, 

recall, F1-score, and confusion matrix analysis. 

Among the evaluated models, the CNN classifier 

achieves superior detection performance compared 

to XGBoost, providing higher classification 

accuracy while maintaining consistent prediction 

reliability. The integration of intelligent attack 

detection, real-time traffic monitoring, automated 

firewall-based mitigation, and result visualization 

offers a practical, scalable, and efficient solution for 

protecting IoT networks against distributed denial-

of-service attacks and improving the overall 

resilience of connected systems. 

 

 

VI.CONCLUSION 

This work presents an intelligent framework for IoT 

DDoS attack detection and mitigation by 

integrating Extreme Gradient Boosting 

(XGBoost) and Convolutional Neural Network 

(CNN) models within a web-based security 

platform. The proposed framework performs 

network traffic preprocessing, attack classification, 

performance evaluation, and automated mitigation 

to enhance the security of IoT environments. A 

Flask-based application enables users to upload 

network traffic for real-time analysis, while the 

mitigation module automatically blocks malicious 

source IP addresses through firewall rules after 

successful attack detection. Experimental evaluation 

demonstrates that both models provide reliable 

detection performance, with the CNN model 

achieving higher classification accuracy than 

XGBoost. The proposed framework offers an 

efficient, scalable, and practical solution for 

protecting IoT networks against distributed denial-

of-service attacks while supporting continuous 

network monitoring and rapid response to malicious 

activities. Future work may focus on extending the 

framework to detect additional categories of 

cyberattacks, incorporating transformer-based deep 

learning models for improved detection accuracy, 

integrating cloud-based deployment for large-scale 

IoT environments, and implementing adaptive threat 

intelligence mechanisms to enhance real-time 

network security and resilience. 
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